Hudng dan Enable TLS 1.1 va TLS 1.2 trén trinh duyét Internet Explorer

1. Céc phién ban trinh duyét Internet Explorer cin Enable

Phién ban
IE

Hé diéu hanh Win 8.1
tré lén

Hé diéu hanh Win 7
va Win 8

Hé diéu hanh Win
Vista, XP hoac cii hon

11 Mac dinh da Enable Mac dinh da Enable Mac dinh da Enable

8-10 Msc dinh d3 Enable Can phai Enable TLS Khéng hé tro
1.1val.2

6-7 Khong ho tro Khong ho tro Khong ho tro

2. Céc budc thyc hién Enable TLS 1.1 va TLS 1.2 (Hinh anh minh hoa vé&i trinh duyét
Internet Explorer 8 trén hé diéu hanh Win 7)

Bwdc 1: M& trinh duyét Internet explorer, nhin phia géc bén phai bén phai man hinh
trén thanh céng cu, néu cé chirc ndng Tools thi chuyén sang Bwéc 2(Hinh 2), néu
khong cé thi n chuét phai vao thanh cong cu réi chon ComandBar(Hinh 1).

E Access Denied - Windows Internet Explorer
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{7 Favorites & Access Denied

Menu Bar

Access Denied (policy_denied)
Your system policy has denied access to the requested URL

For assistance, contact your network support team

Favorites Bar
v Compatibility View Button

[ Command Bar

Status Bar

v Lock the Toolbars
Customize
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Bwdc 2: M chirc nang Tools trén thanh cong cu(phia géc bén phai man hinh trén
thanh céng cu) sau do6 chon Internet Options

E Access Denied - Windows Internet Explorer
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J¢ Favorites | %5 & Nguyen Khac Huy IT Cen... ¢ Login - Vietcombank - JIRA

| @ Access Denied

Access Denied (policy_denied)

For assistance, contact your network support team.

Your system policy has denied access to the requested URL.
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Reopen Last Browsing Session

Pop-up Blocker
Manage Add-ons

Work Offline

Compatibility View
Compatibility View Settings
Full Screen

Toolbars

Explorer Bars

> Developer Tools

Suggested Sites

OneNote Linked Notes
Skype for Business Click to Call
Send to OneNote
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Internet Options
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Buwéc 3: Chon thé Advanced

Bwédc 4: Kéo xudng thanh cudn
cla danh sach Settings réi chon
Use TLS 1.1 va Use TLS 1.2

Buwéc 5: B chon Use SSL 3.0.
Sau khi hoan thanh, cai dat clda
ban s& giéng nhu hinh vuéng
to bén Hinh 3.

Bwédc 6: Chon Apply réi chon OK

Tai liéu tham khao
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Internet Options

[ General I Security [ Privacy ] Content [Connections [ Programsl Advanced

Settings

[ Empty Temporary Internet Files folder when browser is dc »

[¥] Enable DOM Storage

[V] Enable Integrated Windows Authentication™

[¥] Enable memory protection to help mitigate online attacks™

[¥] Enable native XMLHTTF support

Enable SmartScreen Filter

| Use SSL 2.0

| Use SSL 3.0

V] UseTLS 1.0

V] UseTLS 1.1

V] UseTLS 1.2

V| Warn about certificate address mismatch™ ]

[] warn if changing between secure and not secure mode
[V] warn if POST submittal is redirected to a zone that doesn ™

< | i | 3
*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]
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|

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset...

condition.

You should only use this if your browser is in an unusable state.

oK | cancel || Apply
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https://warwick.ac.uk/services/its/servicessupport/web/sign-on/help/tlsl-eol/ie/



https://warwick.ac.uk/services/its/servicessupport/web/sign-on/help/tls1-eol/ie/

Hudng dan Enable TLS 1.1 va TLS 1.2 trén Java
(Khach hang str dung Etoken can thwc hién)

1. Trudng hop JavaClient can Enable

Khi gdp cac trwong hop 16i ma “Java
long thao tac theo huwéng dan sau dé

/
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VCB

Chuyén khoan

Tai khoan nguréri giri

$6 dw tai khoan trich no hién tai
Loai tai khodn ngueéi hdng

Tai khoan ngwdvi hwedng

Tén nowdi hedng

S0 tién

56 tién bang chiF

Phi

N&i dung thanh toan

56 tién phi

console” hién thij 16i nhu man hinh bén dudi, quy khach vui
c6 thé sir dung etoken
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zers \Kien ppData'Locallow\sun'JavaDeployr o
cache: Upgrade writing to disk for C:YUsers\KienTT'\AppDataiLocalLow\Sun'JavaiDeplo’
security: blacklist: check contains wif+3ZfkvHmsOkY4+Y 7BrieetDg =, state now IN_ME
security: blacklist: not found in cache
security: Trusted libraries list file not found
cache: Create from verifier: JarSigningData{hasOnlySignedEntries=true, hasSingleCod
cache: Upgrade of entry done
cache: readIndexFile returning success
network: CleanupThread used 409037 us
netwark: Connecting https:/jwww. vietcombank. com. vn/IBanking 123/applet/sPKIApple:
network: Connecting http: /fwww. vietcombank. com.vn: 443/ with proxy=DIRECT
java.net. SocketException: Connection reset

at java.net.SocketInputStream. read{Unknown Source)

at java.net.SocketInputStream.read(Unknown Source)

at sun.security.ssl. InputRecord.readFully (Unknown Source)

at sun.security.zsl. InputRecord. read (Unknown Source) J

at sun.security.ssl.55LSocketImpl. readRecord{Unknown Source) g

at sun.security.ssl. 55L5ocketImpl. per formInitialHandshake (Unknown Sour

at sun.security.zsl. 550 SocketImpl. startHandshake (Unknown Source) |

at sun.security.ssl.55L5ocketImpl, startHandshake (Unknown Source)

at sun.net.www. protocel.https, HttpsClient. afterConnect{Unknown Sourd

at sun.net.www. protocol. https. AbstractDelegateHttpsURL Connection, coi

at sun.net.www., protocol.https. HttpsURLConnectionImpl . connect{Unknoy >
¥

|

Clear | Copy | Close |

Hinh thirc nhan ma giao dich (OTP)

Mat khau token

Ma giao dich (OTP)

[ Lap lanh ] Quay b

Sif dung e'l'okenj

Lay ma giao dich (OTP)?

Cac van dé EToken thwréeng gdp

2. Cac budc thye hién Enable TLS 1.1 va TLS 1.2(Hinh anh minh hoa trén win 7)

Buéc 1: Bam Start = Chon Control Panel = Chon Java (Hinh 1)



‘ontrol Panel Ttems
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Adjust your computer's settings

P Action Center

g Color Management

[ Desktop Gadgets

@ Ease of Access Center

[l Getting Started

'*:*'- Network and Sharing Center
g Personalization

i,’.‘i' Recovery

@ Speech Recognition

| Troubleshooting

B windows Defender

Administrative Tools
Credential Manager
=5 Device Manager
Flash Player
@ HomeGroup
2 Keyboard
S notification Area Icons
|Z| Phone and Modem
9 Region and Language
@ Sync Center
53, User Accounts

ﬂ Windows Firewall

@AumP\ay

' Date and Time

?,_aDevir:es and Printers
Felder Options

&Indaxing Options

[ Location and Other Sensors

& parental Controls

&iner Options

%Remnt&ﬁxpp and Desktop Connections

84| system

’_; Windows Anytime Upgrade

Ej Windows Update

View by: Smallicons ¥

@ Backup and Restare
@ Default Programs
_3 Display

1A Fonts

Internet Options

F Mouse

B performance Information and Tools
Programs and Features

% Sound

. Taskbar and Start Menu

a Windows CardSpace

Budc 2: Chon tab Advance (Hinh 2)

Hinh 1

Java Control Panel
General' Updatel Java' Security

Debugging
[# Enable tracing
[+ Enable logging
[~ Show applet lifecyde exceptions
Java console
(¢ Show console
(" Hide console
(" Do not start console
Default Java for browsers
iJ# Microsoft Internet Explorer
" Mozilla family
Java Plug-in

Shortout Creation
A Always allow
7 Always allow if hinted
(" Prompt user
-{¥ Prompt user if hinted
(" Never allow
JMLP File/MIME Association
A Always allow
(% Prompt user
{7 Mever allow
Application Installation
% Install if hinted
{1 Install if shortcut created
{7 Install if hinted and shortcut

- Never install
Secure Execution Environment
EI - | S AT S S Y

[# Enable the next-generation Java Plug-in (requires browser restart)

=101

|»

Cancel | Apply |




Buéc 3: Cudn con trd xudng muc “Advance Security Settings” chon cac 6 theo hinh bén duéi. Sau
d6 bam Apply va OK(Hinh 3)

R

Generall Updatel Jaual Security

f"" Disable verification (not recommended) :I
Perform signed code certificate revocation checks on
----- ™ Publisher's certificate anly
i ----- " All certificates in the chain of trust

----- {* Do not chedk (not recommended)
heck for signed code certificate revocation using
----- {7 Certificate Revocation Lists (CRLs)
----- {7 Online Certificate Status Protocal (OCSF)
----- % Both CRLs and QCSP
Perform TLS certificate revocation checks on
----- {~ Server certificate only
----- ™ All certificates in the chain of trust
----- {* Do not check (not recommended)
heck for TLS certificate revocation using
----- {7 Certificate Revocation Lists (CRLs)
----- {7 Online Certificate Status Protocol (OCSF)
----- ¥ Both CRLs and OCSP
Advanced Security Settings

----- [+ Use certificates and keys in browser keystore
----- [+ Enable blacklist revocation chedk 1
I g [+ Enable caching password for authentication
----- [T Use 55L 2.0 compatible ClientHello format
----- [# UseTLS 1.0
----- [# UseTLS 1.1
----- [# UseTLS 1.2
EretETETTE
----- [T Place Java icon in system tray
----- [T Suppress sponsor offers when installing or updating Java
----- [T Java Quick Starter 3 =

' QK I Cancel Apply
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Buwdc 4: Khdi dong lai trinh duyét va thuc hién lai giao dich



